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About Energistics
The Four Standards — WITSML, PRODML, RESQML, ETP

Cloud Analytics
 Data in Motion

* Data at Rest
Data Needs a common language

Trusted Data

* Quality Data
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Who are we? (Hint: we are not a vendor...)
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Energistics is a global, non-profit, membership consortium focused on
developing open data exchange standards for the upstream oil and gas
industry

Evolving from POSC, we have served the industry for more than 25 yrs

Around 110 member companies, representing E&P operators, oilfield
service companies, software vendors, system integrators, regulatory
agencies and the global standards community

Our standards are developed by workgroups made up of industry
experts from our member companies

In short, the standards are created by the industry and for the industry

@nergistics
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Energistics’ Spectrum of Standards

<«——— UNIVERSAL INTEROPERABILITY ——>
<WITSML/>" <PRODML/>" <RESQML/>’

&nergistics’ standa &nergistics’ standards @nergistics' standards

DRILLING PRODUCTION RESERVOIR

Energistics Transfer Protocol (ETP)

Common Technical Architecture (CTA) Cenerglstlcs
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Typical “Cloud” Data Analytics

Cloud
provider B

Sensor Cloud

> A/D Local data provider A |
Sensor conversion | > aggregation/ On-premise Cloud

process provider C

Sensor control/SCADA

> A/D /

conversion Y

>ensor Local “edge” or

“fog” analytics

Istics’

Energy Standards

“The Cloud”

energ
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Analyzing Data in Motion

» For analyzing data in motion the need for transfer standards is obvious
* Multiple service vendors will be feeding in a real-time analytics platform

e Real-time streams will be forked off to feed many different partners
* Commercial environments will be cheaper if there is little/no configuration

® Pre-built standard interfaces will be the easiest
= Would logically match the structure of the incoming data

» For analyzing data at rest the need for standards is in lake connections

@nergistics’
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Analyzing Data at Rest

» To analyze data at rest there are 5 connections that need standards
1. Ingestion —clearly at the loading point a data lake needs a known format

2. Lake-to-lake — few companies (none?) will have only one data lake, so transfers
among them will need to be of a known format

=  Technical, safety, trading, ERP, operations are likely to be different lakes
3. Internal to the lake — the data in a lake is normally in the original format

= |fit matches the ingestion schema then the transfer standard is the storage format
4. Lake-to-analysis —analysis is unlikely to be done on the lake directly

= Analysis will likely be in a different running instance in the cloud (except for Hadoop/YARN)

o Afew select full-time data scientists may use it, but not thousands of general users
o  See https://sonra.io/2017/08/08/are-data-lakes-fake-news/

=  Analysis could be on-premise, like a local Spotfire or SAS or R or Spark
5. Internal to analysis — microservices and others need live standardized conn’s

@nergistics
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Every Connection Needs a Language

» Words need common meaning

» If data is going to speak to you oil - )
» There are open groups doing this @

* Energistics - upstream technical data
PIDX - upstream business data

SEG - seismic data

OPC - process control

|IOGP — mapping

» How can you trust something you
don’t understand

Cenergistics®

Energy Standards
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When Official Sources of Information Fail Us

» Trustis lost when data looks like this or this
» Knowledge workers will fix their data
» They may abandon use of official sources

» And create their own databases
 DW guys call these “rogue data marts”

» These private databases often gain users

» In the end, there is so much waste
e Of time in creating rogue databases

* |n incorrect results because the “fixes” are bad

Eenerqistics’



Trusted Data
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What gives us trust in data?
e Assuming no a priori reason to doubt it

We trust data when we are aware of its level of trustworthiness

* Even if a source of data is less than trustworthy, our knowledge of that level of
trustworthiness allows us to use it appropriately

* Latest Energistics’ standards allow us to describe trustworthiness

Trustworthiness in data derives from three characteristic dimensions
1. We trust the source of the data

2. We trust the handling the data has experienced

3. We trust that the data has not been tampered with since it left its source

L] e ®
From Data Transfer to Data Assurance: Trusted Data is the Key for Good Decisions — cenerQIStslcdS
2017 PNEC Conference Proceedings -



Trust in the Source of the Data

Trust in a source of the data covers a number of facets

1. Believability — Does the data conform to sensible rules? That is, is it complete,
within a reasonable range, the right datatype, etc.?

2. Reputation —Is the source considered to be a good source by a community? Is it
the “official” source one is supposed to use? Any bad experiences?

3. Objectivity — Could there be a bias in the source? Are there known to be
competing perspectives on the data which could cause it to be suspect?

4. Reliability — Does the source normally give good information? Are there known
issues which reduce reliability (e.g., sensor too hot, calibration)?

@nergistics’



Trust in the Handling of the Data

Has the data been handled in a trustworthy way?

Origination — Can the original source be identified?

2. Traceability — Is the lineage of the data available for inspection? Has the data
been processed, and if so what algorithms and parameters were used?

3. Stewardship Status — Were the data captured automatically or manually?

Originating Software Inputs and Parameters — For calculated data, what
software, settings and users were involved in creating it?

@nergistics’



Trust in the Security of the Data

Has the data been handled securely

1. Authentication — Is the source of the data protected so that only access is
limited to a knowledgeable few? Or could anyone (or thing) have created it?

2. Authorization — Is there a process for authenticated users to be identified and
authorized, or do users self-register themselves?

Roles Policy — Can all users in the source system write or delete data?
Auditing Policy — Does the source system keep track of who made changes?
Licensing Policy — If this data is licensed, can | legally use it?

ODECTI- B

Disclosure Policy — Am | allowed to use data if the results are made public?

@nergistics’



Data Assurance vs Data Quality

When you know the “quality” of your data, you trust it

»

»

»

»

“Data quality” too hard to universally define
Data Quality workgroup focused on Data Assurance
High priority use cases

e Conformance to policies/rules

* Traceability of data through users, servers, versions

* Traceability through measurement, derivation, parameters
e Calibration —when, how

@nergistics



Data Quality in the New Generation of MLs

» Data quality measures can be transferred
e “Quality” is not calculated or guaranteed by the transfer

» The quality conveyance mechanisms introduced are
e Arbitrarily complex “metadata” about a measurement or other data
* The DataAssurance object — a special explicit carrier for data quality measures
* Use of the Activity model to describe in detail how an data value was

= Created (who did it using what program with what settings using what input data)
» Inferred from a sensor via calibration (including the calibration activity, apparatus, etc.)
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Q&A
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Thanks for your attention

Jay Hollingsworth

jay.hollingsworth@energistics.org
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